Order From Chaos

Real World Lessons Using
Al-Enhanced
Auto-Classification



YOUR PRESENTERS

Two practitioners, one problem

Jeffrey Sharer

- Chief Executive Officer, LexShift

- Former AmLaw 10 partner and founder of a
national Data Law practice

- 20+ years advising on data, privacy, and
regulatory risk

- Bridges legal strategy with practical
technology execution

Jason Stearns

- Chief Success Officer, LexShift

- 20+ years leading information governance
programs at global financial institutions

- FAl, IGP, CRM, CIPP/US, CIPM

- Focused on turning policy into operational,
defensible execution
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THE REALITY

Data is growing faster than governance

Most organizations have policies, but don’t have
control

Policy + Governance
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Why classification is breaking

The problem

Why traditional methods fail

Volume Manual tagging

Unstructured data User-driven classification

Static retention schedules

Inconsistent application
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WHY CLASSIFICATION IS BREAKING

Policy and data are not connected
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WHAT AI-ENHANCED CLASSIFICATION ACTUALLY CHANGES

What it is, and what it’s not

e Pattern recognition across content
e Classification at scale
e Policy-aligned decisions

e Magic
e 100% accurate
e A replacement for governance
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WHAT AI-ENHANCED CLASSIFICATION ACTUALLY CHANGES

When it works, where it struggles

Works well

- ROT identification

- Large-scale
inventory

- Pattern-based
classification

Struggles

- Ambiguous content

- Poor policy and
retention schedule
definition

- Lack of context

Critical requirement

- Show the work

- Transparency =
defensibility
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Al needs structure, and it needs help

Al reflects your
model.

Good or Bad.

More categories =
more confusion

Ambiguity doesn't
disappear...

it gets amplified!

Humans-in-the-

loop are not
optional!

They define scope.
They remove
ambiguity.
They make it work.

This is how
accuracy
becomes
defensible
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From inventory ... to action

e What do you have? e Redundant
e Where is it?
e How is it accessed?

e Obsolete
e Trivial

e Content e Retain
e Context e Remediate
e Rules e Defensibly delete
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The Case Studies

Three Real World Examples.
Same Pattern.



The client and the challenge

The Client

« A private nonprofit corporation affiliated with a public university system

The Challenge

- Migrating content from legacy shared drives to SharePoint

« No record retention schedule and limited records management
guidance

- No formal efforts to manage, retain, or delete content; inconsistent,
department-driven practices

« Concerns about sensitive data being stored inappropriately
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Approach and what changed

Approach

« Basic ROT Clean-up identification first, including identification of sensitive
information

- Develop RRS in parallel department by department
« Delete information not being migrated
- Structure Teams/SharePoint to match RRS Classifications

What Changed

- Significant reduction in data volume
 Improved operational efficiency in migration

* Increased visibility into sensitive data and risk
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Lessons learned

Need to “box in” the POC

Start with a supportive, but tough audience

Clearer expectations on RRS development timelines and challenges
ROT remediation can precede RRS with controls

Be flexible with running classifications before or after migration

Al makes ongoing compliance with classification structure attainable
and part of the normal course of business
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CASE STUDY 2 . LIFE SCIENCES

The client and the challenge

- A global, research-driven life sciences organization operating in a highly
regulated environment, managing large volumes of clinical, regulatory,
and operational data across multiple systems.

« Retention Schedule and supporting policies exist
« Unstructured data has primarily been managed manually

* Files must be classified against the retention schedule AND
approximately 10,000 product names

« Content types are varied and are spread across multiple repositories




Approach and what changed

- Classify test data against full retention schedule
- Identify all applicable product names
 Refine classifications, rules, scope notes and repeat

- Classification against retention schedule had +65% accuracy on first run

« Product names identification was highly accurate, but complicated by
‘families’

- Retention schedule enhanced with clearer descriptions, examples,
exceptions, and other details
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Approach and what changed

WHY ACCURACY STARTED LOW

Classification scope included full RRS + ~10,000 product names
High complexity — high ambiguity — lower initial accuracy
Al behaved exactly like a human team would at this scale

They didn’'t have a classification problem.
They had a scoping problem!

UAUUPLI\JI 1o, Ul ULIITI UCTLUITIO
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Approach and what changed

WHAT IMPROVED ACCURACY

« Iterative refinement of rules and scope
- Better definition of categories and examples
« Active human-in-the-loop validation and tuning

UAUUPLI\JI 1o, Ul ULIITI UCTLUITIO
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Lessons learned

Use cleaner datasets for initial runs
Limiting classification rules can increase performance and accuracy
If you ask Al to do too much, it will perform like a confused human

Accuracy improves when you reduce scope, not when you add
complexity

“Out-of-the-box” results are the starting point, not the outcome
Human-in-the-loop iteration is what makes results defensible
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The client and the challenge

The Client

« A Canadian offshore energy regulator responsible for overseeing exploration
and production activities, ensuring compliance with safety, environmental,
and operational requirements.

The Challenge

- 15+ year legacy repository in OpenText Documentum

- Migration to Microsoft 365 (SharePoint + OneDrive)

- Hybrid environment required (shared drives retained for large files)
« Decision to lift and shift all content, not selectively migrate

- Need to reclassify and clean data during migration
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Approach and what changed

Approach

« Lift-and-shift migration into SharePoint

« Apply Al-enhanced classification post-migration

« Use llluminate to classify content against retention schedule AND detect and remediate ROT
- Manage-in-place across multiple repositories (SharePoint, OneDrive, Legacy shared drives)

What Changed

« Enabled cleanup of 15+ years of legacy content during migration
« Reduced migration complexity and cost

« Improved visibility into: Data inventory, Risk exposure, and Retention alignment

- Shifted from repository-dependent governance — policy-driven governance across
environments
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Lessons learned

Without Al-enabled classification, this doesn’t happen at this scale

If you treat migration as a lift-and-shift, you're just moving the
problem

Pre-migration cleanup sounds right, but it usually fails at scale

Classification after migration works because scope is simpler and
better defined

Legacy systems don't just store data, they accumulate risk
There is no single-system solution
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Takeaways

What Experience Teaches Us.



Cross-case patterns

What worked Where it broke
Start with a focused POC Access is complicated
Clarity is more important than Al sophistication Reviewing too much data during POC or pilot, for

diminishing returns

Too little dedicated time and staff for the POC or
pilot

Iteration beats perfection
Tight scoping of classification objectives
Human-in-the-loop refinement cycles

. T _ Unclear rules or lack of context leads to poor
Well-defined classification scope, not just clear rules outcomes

Overly complex classification models, too many
categories and too much ambiguity

Expectation that Al would work without design and
iteration
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WHERE TO START

When to use Al, and when not to

Use Al Don’t use Al

- High volumes of unstructured data - No retention schedule

- Known ROT problem - No governance ownership

- Regulatory pressures - Expectation of “set it and forget it”

MOSQI®



WHERE TO START

What you need, and what to avoid

Requirements

- Defined policy

- Modern, robust retention schedule
- Data access

- Governance alignment

Common mistakes

- Over-scoping
- Ignoring explainability and transparency

- Treating Al as the solution instead of an
enabler

- Treating Al as plug-and-play instead of an
iterative process

- Underestimating the need for expertise that
understands both IG and Al

MOSQI®




WHY SOME Al CLASSIFICATIONS SUCCEED AND OTHERS DO NOT

What separates high from low performance

High Performance

- Focused scope

» Clear definitions and examples
* Iterative refinement

« Human-in-the-loop

Low Performance

- 100+ categories

« Ambiguous definitions
- No iteration

« "Setit and forget it’

MOSQI



What separates high from low performance

Lii~nih DAv fArmA~nNAA

Al doesn’t fail.

PN

Poorly scoped
problems do.
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The platform at a glance

MOSQI

On-premise, Al-enhanced
auto-classification engine

Al follows your rules, not
its own—executing the
instructions you provide

“Shows its homework”

Data never leaves your
control
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name: Engineering Services Contract Agreement v2.0 - Rally Engineering Inc. and ACh Type:  File

Classification:

Path:

Classification Notes:

Procurement v| Final: 2033-06-23 &

C:\Users\Jeffrey\data\Demo Files\Project ABC\Engineering Services Contract #

- Classification: Al: Primary Classification: Procurement (90%)

- Possible Classifications: Acquisition and Development (75%),
Compliance and Risk (60%)

- Explanation: The file is a formal contract agreement between a service
provider and a client which falls under procurement as it documents the
final agreement for services procured. While it relates to the
implementation of services, acquisition and development is excluded
because this is the contract, not project management. Also, the
contractual terms include risk-related clauses, but the primary focus is
procurement.

- Document Date: Al: The Date of Agreement is explicitly stated as June
23, 2023, which is the most relevant and specific document date found.

Pll:  [] Markfor Destruction: [ ]

MD5 Hash:

*a
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Delete Previous Nexd

llluminate - Jeffrey

v R

Clear Save
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Procurement

Name: Procurement a a

Description:

Scope Notes: Covers the formal process of procuring goods and services. This includes vendor selection files, Requests for Proposals
(RFPs) or Tenders, vendor bids and proposals, bid evaluation or scoring records, and final, executed procurement contracts or |
purchase orders. **Excludes:** The *project management® documentation for *using® the procured item (classify under
'"Acquisition and Development').

Retain: 10 Active: |"|"R v| Final: |DE v| Security: | ~| [ Personal Info

Event: OPR:

Vital Record: v| Legal Citation: @ Enabled [ Superseded




Classification Editor

4p &

Filtering

YR

O all
O Personal Info

O Non Personal Info

Sample Dates:

Mandate and Goals Development

9%

Name: Mandate and Goals Development

Description:

Scope Notes: Covers foundational governance documents that define the organization's purpose, mandate, and high-level goals. This
includes enabling legislation, formal ‘Mandate and Roles' documents, enterprise-wide strategic plans, and high-level

operating agreements or standards. **Excludes:** Specific departmental business plans (classify under "Program Planning

Retain: 3 Active: |YR v| Final: ‘DE ~| Security: ~| [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Performance and Development

B Enabled [ Superseded

%%

Name: Performance and Development

Description:

Applies to records tracking individual employee performance and professional growth. This includes performance
appraisals/reviews, employee development plans, records of training courses completed, and documentation related to |
performance investigations or disciplinary actions. **Excludes:** Compensation and benefits (classify under

Scope Notes:

Retain: 3 Active: |YR V| Final: ‘DE w| Security: ~ | Personal Info
Event: OPR:

Vital Record: Legal Citation: B Enabled (J Superseded
Procurement

Name: Procurement aa

Description:

Scope Notes: Covers the formal process of procuring goods and services. This includes vendor selection files, Requests for Proposals
(RFPs) or Tenders, vendor bids and proposals, bid evaluation or scoring records, and final, executed procurement contracts or |
purchase orders. **Excludes:** The *project management® documentation for *using*® the procured item (classify under

'Acquisition and Development').

Retain: 10 Active: |YR v| Final: ‘DE ~| Security: ~| [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Project |dentification and Clarification
Project Identification and Clarification

B Enabled [ Superseded

9%

Name:

Description:

Client Sector ResearcThis classification is for the initial "ideation’ phase of a potential project. This includes records
documenting the identification of a new project, initial clarification of its goals, and preliminary research (e.g., 'Client Sector |
Research') to determine if the project is viable. This precedes formal project planning. **Excludes:** Formal project plans

Scope Notes:

Retain: 1 Active: |YR V| Final: ‘DE ~| Security: ~ | Personal Info

Event: OPR:

Vital Record: Legal Citation:

Proposal Review and Approval

B Enabled (J Superseded

B

Name: Proposal Review and Approval

Description:

To Date: @ Monday , December | Event Date: ® Monday , December -~

=vEX

Performance Monitoring and Analysis

&%

Name: Performance Monitoring and Analysis

Description:

Scope Notes: Covers records related to monitoring and evaluating the performance of a *program™ or *project® (not an individual
employee). This includes development of 'key performance indicators' (KPIs), program status reports, program audits, and
evaluative reports with findings and recommendations. **Excludes:** Individual employee performance reviews (classify

Retain: 5 Active: |YR v| Final: |DE ~ | Security: | [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Pharmaceutical Manufacturing Quality Agreements

@ Enabled [ Superseded

&%

Scope Notes: Classify here *only* formal, executed agreements between pharmaceutical companies and their partners (e.g., Contract
Manufacturing Organizations) that govern manufacturing and guality. This includes: Master Supply Agreements, Quality
Agreements, technical addenda, and formal amendments. **Key Exclusions:** Do *not* classify routine production records

Mame: Pharmaceutical Manufacturing & Quality Agreements

Description: LEG-CON-PHARM-Q.

Retain: 10 Active: |YR V| Final: |DE ~| Security: ~| [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Program Planning and Organization

@ Enabled [ Superseded

5%

Mame: Program Planning and Organization

Description:

Scope Notes: Applies to the internal planning and operational documents for a specific, ongoing *business unit* or *program®. This
includes program-level business cases, functional plans, operational policies and procedures, workflow diagrams, and best |
practice guides. **Excludes:** High-level, enterprise-wide strategic plans (classify under '"Mandate and Goals
Development') or *time-bound* project plans (classify under ‘Project Planning and Organization'). I

Retain: 7 Active: |YR v| Final: |DE ~| Security: | [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Project Planning and Organization

@ Enabled [ Superseded

&l

Covers planning and organizational documents for a *specific, time-bound project™ {as distinct from an ongoing "program’).
This includes project charters, project plans, work breakdown structures (WBS), resource allocation plans, and project- |
specific organizational charts. **Excludes:** Broader, ongoing 'program’ plans (classify under 'Program Planning and

MName: Project Planning and Organization

Description:

Scope Notes:

Retain: 3 Active: |YR V| Final: |DE ~| Security: +| [ Personal Info

Event: OPR:

Vital Record: Legal Citation:

Public and Government Reporting

B Enabled [ Superseded

5%

Mame: Public and Government Reporting

Description:




FINAL THOUGHTS
Where control
comes from

)

Policy
defines
the rules







(866) LEXSHIFT

{ info@lexshift.com
MOSQIR www.lexshift.com



	Order From Chaos
	Two practitioners, one problem
	Slide Number 3
	Slide Number 4
	Why classification is breaking�
	Policy and data are not connected�
	What it is, and what it’s not
	When it works, where it struggles
	AI needs structure, and it needs help
	From inventory … to action
	Slide Number 11
	The client and the challenge
	Approach and what changed
	Lessons learned
	The client and the challenge
	Approach and what changed
	Approach and what changed
	Approach and what changed
	Lessons learned
	The client and the challenge
	Approach and what changed
	Lessons learned
	Slide Number 23
	Cross-case patterns
	When to use AI, and when not to
	What you need, and what to avoid
	What separates high from low performance
	What separates high from low performance
	The platform at a glance
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35

